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SUBJECT: SCCUllty Leaks - Legal Tools and Precedents -
1. The attached Legal Brief covers the following subJ ct

- Legal Authorities for Protection of Security Inxormation,iﬁ
, Punitive Actions Applying to Breach of Security o

2. The Preiace to the attached prief is in effect my con—.f
. clusions drawn from this brief. Appendixeo.to the tudy
are verbatum copies'of pertinent statutes.

"3.. The Columbila Law Rcv1ew article of May 1973 entitled

.. The Esplonage Statutes, contained an appropriate: summation.

- of a writer's task in reviewing the statutory coverage of
this area of the law: = R

"When we turned ‘to the United States Code to find
out what Congress had done, we became absorbed in.
the effort to comprehend what the curr rent espionage
statutes mandate with respect to the communications
and publication of defense information. The longer
we looked, the less we saw. Either: advancing myopia .
had taken its toll, or the statutes implacably’
resist the effort to understand. In any event,
whether the mote be in our eye or in the eyes of

the draftsmen, we have not found it possible to

deal with the espionage statutes except at for- -
bidding length." . S . STAT

VeryirespectfullVQ
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- General Counsel, DIA -

[DIA review Completed))
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- Background
‘Recent Cases

Authority for Cla051fying Materlal

Important Elements to be Considered in Eupionage
_ Statutes : : -

-a. Espionage Statutes
b. Cases in Support of Espionage Stétutés

Other Important Prov1sions of Tltle 18 (Crlmlnal
Code) , _

Mlucellaneous Applicable Punltlve Statutory
Provisions L

Protection of Defense Information by Other
Democratic Nations R

a. British Official Secreté Acts |
" p. Canada (Official Secrets,Acts)';1;~7
¢. TFrance (French Penal Code)
Appendix - Copies of Pertinent Statﬁtes ;J

Tab A - Title 18 US Crlmlnal Code
. Esplonage Laws

Title 12 Atomic Emergy Act
}Miscellanequs Applicable Statutes
The Officilal Secrcts Act (England)

French Penal Code
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R ‘ | PREFACE ’

The rollowing'Conciusions can be drawn'from the
attached utudy of Lhe Espionage Statutea and otner
pertinent crimjnal provisions; | | |

The Tspionage Statutes and other miocellaneous
proviolon, are in my opinion more olgniflcant as enforde-_
ment tools than would be 1nd1cated by the limlted number S

‘of 1n01dcnto in which they have been used. .}' ' '

It is to be noted that the Government argued the.};ﬁ.:yw

Pentagon papers case ‘without regard to u51ng the
:‘Esplonage‘otatutes as -authority but relylng on thevﬁlij”

inherent powers of the Pres1dent as Commander in Chlef
The Supreme Court did not selze upon thle as an opportunity P
to proclalm any wide guidance in thls area by court—madev
law. The Court in fact was reluctant to act afflrmatively.h‘}“
without statutory guidance and rendered a very“narrow‘
opinion. o o

The relevant provisions for use in enforcenent.'””
of security violations are found in 18 UuC 793 to 798
(Cerlnal Code) and certain other Mlscellaneous statutor&
.prov151ons. The overriding question of. 1nterpretat10n
of these tatutc% is whether newspapers, their reporters;"

thelr 1nfoxmantu or anyone who invootigatcu or retain°
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defonso tnformation as & prelude to-public’sbeech or
disclosurc 1s covered by these statutes. In most"'
i{nstances, people who make efforts to obtain defense
related information, whether Journalists or spie |

do so because they envision the’possibility of‘communi—ib
eating.it to others. Lo

Title 18 UsC 79H pertains only to defense informationfﬂgfﬁ

f»COmmunicated with the intended or predictable consequences f;%

that the revelation will be used to 1n3ure the United

'4States or to the advantage of any foreign nation or

[

with the intent that the information shall be communlcated.
to the enemy | | “. ) ;M.. _
Title 18 USC 798 applies only to certain'eiassifieo.}ifvi
information relating to communications. .. . '>V¢ - :
Title 18 USC 793 (a) and (b) are more properly to
be applied in situations of unauthorized acqu131tion of
information. They do not prohibit communication of: any kind;
Both sections, however, cover actions which in many inc1dento
occur prior to publication. - _ |
Subsections 793(0), (d), and (e) are uweeping statutory
authoritiea'and make criminal, receipt of material knowing
it to be obtained in violation of other espionage provisionO:
These proviuionu do not explicitly on ‘thelr face require
"ulterior intent to harm the United States.hAIt is my opinion;

that in approprlate cascs courts could, in futuro,actionS,* -
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interpfet‘thcmc particular sectlons as mdking criminal
nearly all unauthorized acqulsitions by newSpaoers of -
."National Defense" 1nformation.‘-This~term haelbeen: -
.broadly deflncd | | :
Much‘has been written concerning the‘meaning in."
the Espionage Statutes of the words "related to the. lf?:“
national defen e," as bcing Constltutlonally vague.j} _‘
The defendents in the case of Gorin v.tUnited Statesli;;i”.a
clalmed because of thelr innocuouu character, the-Qiﬁ
.reports, the subject of the case, Naval Intelligence b
Reports, could not relate to natlonal defense.“'Theﬂ
Supreme Court épproVedithe trial court lnetructions't_;f
to the jury that "national defense_includes all méttecs‘
directly and reasonably connected with'the\defenselof'L.
our nation against its enemies. |
The US constitutional system severely limits the
criminal law enforcement power of the Unmted States'
' Government,‘requ1r1ng more.exact definition of Federal‘
crine, than for instance, that required:under the -

British Official Secrets Act.

The British 0fficial Secrets Act would seém to

prohiblt almost all types of communication of official °
secrets to or between unauthorized persons. The United

States laws are much more limlted on this problem. ‘None
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of the Unlted States statutes go as far as section 2 of the
Official Secrets Act In restricting personds unconnectod with the
governmcnt from disclosing classified information they have
received. The present crimlnal statutes in my opinion provide_;
many legal tools for protecting the country from unauthorized
disclosure of potentially damaging 1nformation.. The area of
greatest wecakness in ex1sting statutes for control of security :
violations is in the area of "prilor restraints " the term -
given for prohibition of publication of 1tems which are held o
without proper authority . The denial of 1n3unction.1ntthe -
proceedings in the "Pentagon Papers" case is a- prime example
The Supreme Court Justices 1n this case referred t1me and_,j"f
-again, to the reluctance of Congress to enact what mlght

appear to be "censorshlp" prov1sions. It 1s true that in

reviewing the legislatlve history of the "espionage statutes

Congress exhibited reluctance to enact any statutes that
bordered on_censorshipAof the press. An example is 18 USC
793, 1(b): | S

"Nothing in this act shall be construed to‘;

authorize, require, or establish military

or civilian censorship**#* "
In the "Pentagon Papcrs" case Justice White stated he would
have no difficulty in sustaining convictlons under the
espionarge provisions of Title 18 provided that it would;not
involve imposition of "prior restraints," i.e.;'prohibiticn

of publication of unauthorized items held.
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He further stated:

"Tt 15 clear that Conpress has addressed 1tself
to the problem of protecting the security of
the country and the national defense from ,
unauthorized disclosure of potentially damaging
information. It has not, however, authorized
the injunction remedy apainst threatened
pub]jtat1on

The issue of guilt or innocence would be .

determined by procedures and standards quite - e
‘different from that purported to govern the - - G Do
in)unctlve proceedings." _ AR

¥ % ¥ %

"To sustain the Government in these cases would |
start the courts down a long and hazardous - N
road that I am not willing to travel--at least .
without Congressional guidance and direction.¥¥¥
That the Government mistakenly chose to proceed
by injunction does not mean that it could not
successfully proceed in another way."

"In my opinion, prevention of disclosure in order to avoid .. "
serious damage to the intelligence collection effort better
serves the national interest than punishment after disclosdre.;
There is a need for specific statutes for injunétive"reiief.

One can conclude from past practlces that there is. a
general feeling that present statutes are not suff101ently
.
precise to assure success in many cases where court actlon
under authorlty of existlng penal prov1olonb muut be called
1nto use in order to protect 1ntelligence‘sources and.methods

against unauthorized disclosure.

As an cxample, the Director of CIA on 22 July 1974 in a
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statement: to a House Committee hearing on H.,RQIISSHSF
(pr’()pnf‘cf:‘! "I(»;'ri':'ifit;'iorl clar“lfv'[ng the ‘lmﬂon'of CIA) stated:

""ectlon (3) of the bill reenforces the charge
in the original Act that the Director of Central
Intellifence shall be responsible for "protecting
intelligcnco sources and methods. from unauthorized
disclosure ' : S
Sk X ¥ % g
~ "Mr. Chairman, I fully agree with this clarification
~of the precise nature of the charge on the Director
to protect intelligence sources and methods against -
.. unauthorized disclosure. As you know, I am of the .
personal opinion that additional legislation is
" required on this subject to 1lmprove our ability.
to protect intelligence sources and methods against
unauthorized disclosure. The contract theory on
" which the previously mentioned litigation is based o
~is indeed a very slender reed upon which to rely 1n .,g;;x
all cases. : . o

A recommendatlon to Congreus for stronger crimlnal prov1sions:f
in the area of Espionage statutes was made by the Comm1331on
on Government Securlty established by the 8Nth Congress. .

In June 1957 this comm1531on recommended that Congress enact

legislation in the following area to strengthep the Government"

hand where unauthorized publication of classified meteriai’f
occurs by persons quite removed from Government service:

"The Commission recommends that Congress enact
legislation making it a crime for any person - T
willfully to disclose without proper authorlzation,‘fj*
for any purpose whatever, information classified =
'secret!' or 'top secret', knowing, or having

reasonable grounds to believe, such information to

have been so classifled."

"Senator Cotton and Scnator Stennio introduced a bill to

mect this recommendation. The bill was never brought to a
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hearing. Evon in théllnte 1950'5 when the attitude in this
area was far more faVorable, efforts to obtéin such 1“Lluldt10n
found 1little support. The legislative hils tory of the relatively
new "Freedom of Information Act" gives llttle encouragement

for enactment of new and stronger leglslationvcovering*tou;t
'security violations. | .

The 89th Congress established the,National‘éomnissionuon.,fa
Reform of Federal Criminal Law. This CommiSSion hés:béénfffiff}
worklng w1th a staff of 50 people for more than three years #v
in draftlng revisions to the entlre Federal Crlminal Code.fjf
The 336 page Admanstratlon bill known as S 1&00 and the _A
McClelland blll of 538 pages known as S 1 have taken 1nto
consideration modification and clarlflcation of theaEspionaée ﬁf

Statutes.

' The pending legislation S-1 could be a step ih'phé”«;

direction of providing some legisiatiVe authority:supporting: -
an injunction against publication. -S 1“00 contains adeQuate |
language on this subject but v1ewed from past. legislatlve
history this may not be acceptable to First Amendment sensitive
Congress. In the words of Justice Stewart
"It is elementary that the successful conduct of inter-
national diplomacy and the maintenance of an effective
national defense require both confidentiality and secrecy.
~Other nations can hardly deal with this nation in an

atmoaphoere of mutual trust unless thoy can be assured
that their confidences will be kept
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Background -

The purpoce of this brief is to review the existing

~affirmative statutory authorities‘as well as the 1imiting,s

extent of statutory authorities ih csnnection with;the
official powers to prsvent or punish for public:disclbsgfé L
of natlona] defense CldoSlfled informatlon. Cértéinl@*"
limltlng cons tltutlonal pr1nc1p1es w1ll ‘be dlscussed. 

The Supreme Court case of New York Tlmes Co | .-
United State; bctter known as the Pentagon Papers litl—iiiji
gation, and the case of Unlted States V. Marchetti have
focused on the need for a review of ex1st1ng authorlty fﬁﬁ“
and the needs for further 1eglslation for protect;ng :
classifiéd infOrmatioh." | | v

Certainly an effort to sonstfue thsﬁsspisﬁégé;?
statutes along the line of the meaningsthat appfoximstés’
what Congress thought it was doing and Whatlproponshts
of broader‘legislation have repeatedly'insisisa“iﬁ‘has5- “%
done, leaves a great gray zoné as to crimiﬁalasﬁthorityii
in prevénting security leéks. | l

In this connection the fact that there h’zive'(be'en
few prosecutions premised on publisation brdﬁght Qﬁdcer"‘“
the espionsgc laws, even though numerous oppoftunities

.have been presented 1s significant. The prosecution of
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Danicl bllcboryg aricl Anthony Ruseo for retention of defense
information under 18 USC 793(e) was.the first effort toh
apply the espionage statutes to conduct preparatory to
publication | 4
The proceedings in the Pentagon Papers ca e uere
'completed in a very short time frame leaving 11ttle time
for review of ex1st1ny authorlty and -legal precedents in
the area of security control. It is generally agreed |
that the Supreme Court decided the case. w1thout making S
- much COHCPGLL ‘law. The narrow de0151on in which the
majority of the Court agreed, concluded that on the
record the Government had not met its heavy burden toA
Justify injunctive relief against publication; _Therej_:
were nine separate opinions.in.this case. o
The six majority Justices seemed to express a.
‘pos1t10n of reluctance to act in this matter without
'guidance from Congress. The Government argued the case"
without regard to. legislation. The Goverhment's case -
was based on the President's constitutional powers'as
'Comﬁander;in—Chjef and emphasized his foreign relatlons.o
authority entlitling him to injunctive relief to prevent

rrave and Jrrcparable danger" to the public interest.
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Al . .
\ ‘ - .
v
. . .

The Government's brief did not cite the espionage statutes.
Neither did tiie bricf state a positlon whether the Ncw.Yofk'
~Times had violated criminal laws by puhlishing the Pentagon
Papers or LYy their conduct in obtaining and retaining the
alleged defense information. All the JusticeSfWho qdncurred‘,A?
in the Judgment stressed the Government's'failure‘to'prémisef§&
its case on legislative authority.  One of "?he Justices stapédﬁii
"Either the Government has the power under Sﬁatﬁtofyf?fo,i55
grant to use traditional criminal law to protect = . - ...
the country, or if there is not a basis. for arguing . .. .
that Congress has made the activity a‘crime, it is -
plain that Congress has specifically refused to - -
grant the authority the Government seeks from this . ...
Court. 1In either case this Court does not have - ... -
authority to grant this requested relief. It 1is - .
not for this Court to fling itself into every A
breach perceived by some Government official nor "
is it for this Court to take on itself the burden- ... .
to enacting law, especially a law thé_Congress_has;{-
refused to pass." S Cen e
~ The Government fared someWhét better in the caée_ofvthe’f{?
United States v. Marchetti in the Court of Appeals, Fourth =~
Circuit. This was an action by the U;S;'against'aiformér:{j'
employee for publishing a proposed Work in v}qiatidh:of éf;fﬁ- ‘
* secrecy agreement and secrecy oath. A prelimihary injuhcéiéﬁ‘;j
‘was granted in the District Court and;the:formeﬁfemployeé'ﬂtu’A
appealed. The appellant court approved the injunctionnf:f7f’

subject to review of the information under standards laid. 3

by the court. The oplnilon of Chief Judge Héynsworth of themw?

-Circuit Court provided in part: 

3
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‘ ‘
.
3 ‘
. . . .

. .
‘"As we have sald, however, Marchetti by accepting.
employment with the CIA and by signing a secrecy
agreement did not surrender his First Amendment
right of free speech. The agreement is enforce-
able only because 1t is not a violation of those -
rights. We would decline enforcement of the
secrecy oath signed when he left the employment : N
of the CIA to the extent that 1t purports to prevent s
‘disclosure of unclassified information, for; to - '

" that extent, the oath would be in contravention = -
of his First Amendment rights. o "

Thus, Marchettl retains the right to speak and
write about the CIA and its operations, and to
criticize it as any other citizen may, but he

may not disclose classified information obtained .
by him during the course of his employment which
is not already in the public domain.” :

¥ ¥ ¥ %

"Phe Constitution in Article II Part 2 confers -
broad powers upon the President in the conduct of -
relations with foreign states and in the conduct

of the national defense. The CIA 1s one of the -
executive agencies whose activities are closely
related to the conduct of foreign affairs and to
the national defense. Its operations, generally,
are an executive functilon beyond the. control of

‘the judicial power. If in the conduct of its R
operations the need for secrecy requires a system . ..
of classification of documents and informatilon, .

the process of classification is part of the
executive function beyond the scope of Judicial -~
review." : S

® ¥ ¥ ¥
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"There is @ practical reason for avoldance of
Judlicial review of secrecy classifications. The
significance of one item of information may
frequently depend upon knowledge of many other
1tems of Informatlion. What may seem trivial to

the uninformed, may appear of great moment to

one who has a broad view of the scene and may

put the questioned 1tem of information in its
proper context. The courts, of course, are ill-
equipped to become sufficiently steeped in.

foreign intelligence matters to serve effectively -
in the review of secrecy classificatlons in that -
area. = : oo :

* * % #

"Information, though classified, may have been
publicly disclosed. If it has been, Marchetti
should have as much right as anyone else to L
republish it. Rumor and speculation are not the .
equivalent of prior dlsclosure, however, and the
presence of that kind of surmise should be no
reason for avoidance of restraints upon confir-
mation from one 1n. a position to know officially."™

¥ ¥ % ¥

The Supreme Court refused Mr..Marchetﬁi'S'further

appeal by denying his petition for certiofari.t The

Court action is recognition of the CIA secrecy.agreemeht.
This is 1n effect enforcement of a cdntractﬂ" I€ is thué .
not a criminal action but a civil remedy Should however,
the courL order based on the terms of the contract be A
violated, Mr. Marchecttl could ‘be cited for contemptlof

court which could result 1n penal action.
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II. Authority for Classif{ying Material

Artictas TT of the Constitution, prov¢d< » In Scction 1'
"The executive powcr shsll.bc vested 1in the President of the
United Sates of America." In Section 2; it_stdtes "The Prcsiden
shall be the Commander-in-Chief of the Army and Navy of the Unit
States and .in Section 3: "...he shall take cere that-the 1éws[;
be faithfu]ly cxccuted " . Thus, these pPOVlSLOnS of the S7h
Constltution sct forth the executlve power establishing the can
legal authorlty for the classlficatlon program The authorityi{
“is expounded in Executlve Order 11652 37 Fed Reg 5209, of“}.
June l 1972, and its DPedeceoSOP—Executlve Order 10501 of S

"November 9, 1953, 18 Fed. Reg 7049 which contains the -

'prov1sions under whlch the ex1st1ng system of classlficatlon;iﬁa

rests ‘ o |

There 1s11mp11ed leglslatlve recognition of the SR
classiflcation system Title 18 U. S C. 798 makes disclosure
of certaln kinds of "classified 1nformatlon a crime Also the‘
Interna] Security Act of 1950 (64 Stat 987 50 U S C 781)
conta1n° 1eglslat1ve recognition of the 1nherent cxecutive |
author:ty to classify sensitive 1nformat10n PrOV131ons of

Lhe Atomic Energy Act of 1954 (68 Stat. 921 U2 U S C 2011

et. seq.) contain further direct legis latlve foundatlon for the-

existing classification system.» The-Supremc.Court 1n EPA‘V. Mi‘
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410 U.5. 73 (1973), recently declded, .at 82, that the
first exception to the Freedom of Information Act
(5 U.S. c. 552(b)(1) - matters "specifically required by
hxecutivc Order to be kept secret in the 1nterest of
national defense or foreign policy") expressed a clear"td’
congressional 1ntcntion to preserve the secrecy of il
,.01a531t1ed information per se and, in fact, to even inlﬂf
preclude judicial review of the classification process.ﬂidﬁ;

It is noted that in Dubin v. United States, 363 F. d‘:iﬁsf:

938 (1966) the Court of Claims, at 9u2 1mplicitly held
that classification was enough p r se to bring equipment '

" under the terms of. 18 U.S.C. 793(d)

III. Important elements to be considered in Espionage‘ixg,

. Statutes.

The major questions. concerning the“espionage‘j*f

statutes are:
(1) What type of revelation or communication isr
a necessary element of the particular offense It is
accompli°hed in the statutory sense, by publication orfx:;j
preparatory communications, _ _ R
‘(2) What state of mind with respect to the

consequences for United States'_interests 1s made a ..
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material element of the different offenses, and how should'

the mental stute of a person who publishes information

be characterized under the various culpability standards;»

and, » |
| (3) What information 1s subjected to. statutory'
restraints under various standards ranEing from "infor—\ft;””
mation related to the national defense"'to "cla551fied |

communications 1ntelligence°"

IV.  (a) The Espionage Statutes.
| The relevant esplonage statutes are codifiedvin ;.;i“?;”
sections 793 to 798 of Title 18 of the United States aft'
Code. The basic provisions are sectlons 793 and 79N
Section 794 contains comprehen51ve provi31onsv
bearing on transfer of'defense_infofmation'tobforeignersﬂid 3
Subsection 794(a) punishes actual or attempted eomnuni—.
cation to a foreign agent of any doeument,orvinformationt;f:f
"pelating to the national defense,"‘if‘tthe "communication 1s
"with intent or reason to believe that it (the information)
1s to be used to the injury of the United otates or to the
:advantage of a foreign nation." .
Subsection 794(b), which is applicable only in“".

time of war, also deals with transfer of information to

Sanitized Cooy Approved for Release 2010/04/20 - GIA-RDP94B00280R001200130005-7 -



Sanitized Copy Approved for Release 2010/04/20 : CIA-RDP94BOOZ8OROO1200130005-7

foreigners and prohibits collecting, recording, publish-
ing or commnnicating Information about troop'mOVements
and military plans "with intent that the same shall be

communicated to thc enemy . "

Subsections 794(a) and 794(b). thus create offenses

involving the international transmission of information
to foreigners. o | |
Both subsections'also criminalize pfep5r5t55y13fff?‘""
conduct intended to achieve the proscribed results,.;-'v"l
subsection 79M(a) expressly prohibits attempts, and
vsubsection 794 (c) accomplishes much the same results,
‘. as it prohibits collecting and recording the protected
information with. 1ntent to communicate it to the enemy.-:f
~f'Subsectlon 794(ad) makes criminal and punishes equiva- -
o lently with the completed offense, conspiracies to
violate the other subsections

Provision most applicable to "Leak" cases.:f o

Section 793 of Title 18 U.S. C (Criminal Code)
has primary application to the sO- called "leak" problem.fif;?
uection 793 defines six offenses, each involving conductt?y{'
' which would be preliminary to foreigners' acquisition .

of information.
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Scction 793 railses Substantial 1ssues as'to whether
much of the flow of defense information between executive :
branch employees and the press constitutes serious |
criminai offenses. The overriding question of interpre-
tation is. whether newspapers, their reporters their
informants, or anyone who investigates 1accumulates,}ﬂ
informs about or retailns defense information as a L
prelude to public speech is covered by the section.'

Since section 793 crimes are not defined in ‘terms of -
lthe actor's intent to transfer information to foreigners,}:;i
| neither the communication/publication distinction found

in 79H(a) nor 794(b)'s requirement of an 1ntent to |
_communicate to the enemy directly protect such persons.
.'from liability under 793. __l'_ _ |

Neither 793(a) nor 793(b) could properly be
applied to the act of publication because they do not
prohibit  communications of any kind : Both subsections
however cover activities which will in many instances
occur prior to publication of defense information ‘
'Although 793(b) would not be violated if newsmen received':;i{
oral reports concerning classified information, it |

nevertheless potentially casts a broad threat of‘criminalp

10
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liabllity wcross any pnblication of a defense;related
doCument.or any published.analysis based on docnmentary ‘
evidence 1n the hands of the writer Althoubh 793(a)! s' ;fﬂ'
coveraye is not limited to documentary information,ff‘
it 1is restricted to entering or obtaining informationwﬁﬂ}fthl
'1Awhile upon places connected with the national defense.i
No matter how evil the actor s intent subsections_
-793(a) and (b) make activ.‘Lty eriminal only if.' the N
Ainformation involved or sought respects the "national
defense. The principal problem in construing this .
bterm is to find its limits in an area when every facetliqu
'of civilian 1life may have an important bearing on theiﬁ:;i
14‘nat10n s military capabil:ties ‘ | '."
Section 793 prohibits four basic categories of
activities that augment the probability that defense
‘-finformation will come into foreign hands._ Subsections:ffﬁ ?i‘

793(a) and 793(b) cover, respectively, obtaining infor-:yﬁ‘?p;

.. mation by phy81cal intrusion into military installations, e

and copying or otherwise obtaining any document model
or one of anything connected with the "national defense.“ﬁ
Each sub,ection includes a rather complicated mental

requircment, similar to that found in section 79“(&),;
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to be criminnl, the conduct must be done "for the purpogé
of obtalning information respecting the national defensé

with Intent or reason to belleve that the information 1s-:

to be used to the injury of the Unlted States, or the R

advantage of any foreign nation." ‘

Scctions 793(a) and (b) defing»offenses;of
acquisitive conduct, not_communication.of‘any soft. _
'Nonetheless, except iﬁ therddest sbrt of situation, toib
satisfy the statutes! culpabiiity formulations tﬁe '
conduct must be done with the intcntion'to‘reveal subsé—
quently the information to éomeone élée;‘,if.the aétor
intends only to uée'the information to'contemplate
America's defense posture, he does not run afoﬁllof thesé B
two laws. Mere satisfaction of individual,curiosiﬁy.could:l
not possibly ihjure or advantage aAnétion; in}most |
iﬁstances, however, people who make efforts to obtéin

| defense~related information, whether joufhélists or
spies; do so because they envision the possibility of

communicating it to others. When the actor expects té

tell others, the statute purports to make the acquisition, .

~eriminal-depending upon whether the intended or predict-

able consequences of revelation are that the information

12 -
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.. ‘-Sanitiged CfOPY Ap . | | | - ‘ |

wlll be used to injure the United States'or tO'advantage.

any foreign natilon.

The Esplonage Act - 18 U.S.C. 793(b). (c), (dll_ ,V
and (e) o | -

Title 18 U.S.cC. 793(d) states: -

Whoever, lawfully having possesstion of', access to,
~control over, or being entrusted with any document, .
writing, code book, signal book, sketch, photographs,-
photographic negative, blueprint, plan, map, model,
instrument, appliance, or note relating to the .
national defense, or information relating to the .-
national defense which information the possessor L
has reason to believe could be used to the injury ...
of the United States or to the advantage of any .-
foreign nation, willfully communicates, delivers, }
transmits or causes to be communiCated,'delivered,“ o
or transmitted or attempts to communicate, S
deliver, transmit or cause to be transmitted the -

IR _
Shall be fined not more than $10;OOO“or;impfisonéd_ M
not'more‘than ten years, or both. (Emphasis added) .- -
Subsections (é),<(d), and (e)nare 3weepiﬁg  ¢
statutory authorities and make ériminal receipfSrdf:;
material knowing that 1t has,béen_obﬁained in vioiatiéﬁ
of other esplonage proviéions, communication Of defense~
related material or information to any;person not ehtitled‘“

7to"receive it, and retention of such information.
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“ubsections 793(d) and 793(e) proscribe willfui conduct,
“hile subnection (¢) appears to prohibit any receipt of
wefeonse JnIOImLtJOH by one who knows of an actual or
uontemplated breach of the esplonage laws. Because -

these statutes do not explicitly on their face require '

an ulterior intent to harm the United States, subsections

(c), (da), and (c)may make criminal nearly all acquisitlonglﬂuf

by newopaper of "national defense" information, a term fﬁ%'ﬁ&.

defined so broadly by the courts that it comprehends most

properly cla sified information

"Title 18 U.S. c. 793 (4), (e), each create two offenses,étg

" one 1nvolveo willful communicatlon of Defense informatlon“ry::

to‘those not‘entitled to recelve it - the other, retention;w”fg
. of the material. - The claim has been pressed that the
'statutory terms "communlcate, dellver or transmit" do not;fmf*"

comprchend publ:catlon The argument is that the draftsmen E

- of the statute perceived a dlfference between communication:f?i
and publication and that they intended to make newspaper
.revelationo crimlnal only when . the statutes say ”publl h "‘i{p
These questions po to the heart of the suggestion of -

..Justice White in the New York Times case, whether newspaperoh;.

may be- crimlnally punished under 793(e) for obtalnlng and

| printing national defense secret . If publi hing is not nfw
covcred hv the ,tatutes,'can prelimjnary and incidental
communlcations and rcvelations conducted by persons neces sary‘
to accompllsh publication be held a violation of this statute

VJust1CQ Whlte noted that neithcr publication nor communication
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P was requlred to violate the statute; mere retention wouldv
Psufflcece. (KO3 UST13) | | i |
(b) Cases 1n Support of Espionage.ststutesv
In support of the importanee of the-gse of
18 U.S.C. 793(c), (d), and (e) in security 1eaks1ncidents,
precedents provided in the foilewihg ceurt eases are |
significant 1n connection withvinterpretation of previously;hn
.questioned provisions ef fhis statute, such‘as fhe;meénihg,_éh
of "nationel defense“ and the questiehiné'ef:"vagueness“.
‘”1of the statute. | _‘ _ .>  ‘ S
| In. 1941 the Supreme Court in Gorin V. United ;I
States, 312 U.S. 19, upheld a conviction under an earller 3;;'
“ version of the Espionage Act whlch used the terms "connected

with" or "relating to" the "national defense " In this

case the two terms were challenged as being unconstitutionally

vague. However, the court held:

Finallv, we are of the view that the use of the'
words "national defense" has given them,  as here
employed, a well understood connotation. They .
were used in the Defense Secrets Act of March 3,
1911. The traditional concept of war as a -
struggle between nations 1s not changed by the
intensity of support given to the armed forces

by civilians or the extension of the combat area..
National defense, the Government maintains, "is

a generic concept of broad connotations, referring
to the military and naval establishments and the . -
related activities or national preparedness.”

We apree that the words "national defense'" in .
the Espilonapge Act carry that meaning . . . . The
languape employed appears sufficlently definite

to apprisc the public of prohibited activities

and 15 consonant with due process. -
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As well, the court approved the following excerpts»from-the S

trial court's instruction, to the jury on the me aning of the
term national defense:

"The information, document or note might also

relate to the possession of such information by .

another nation and such might also come within

the possible scope of this statute. ... TFar. SO
from the standpoint of military or naval strategy QQ;‘hfL"T
it might not only be dangerous to us for a -

foreign power to know our weaknesses and our .
"1imitations, but it might also be dangerous.to . EEE

us when such a foreign power knows that we know a )
‘that they know our limitations - :

‘You are, then, to remember that the information,'f_'“
documents or notes, which are alleged to have been ;.
. connected with the national defense, may relate or..
. pertain to the usefullness, efficiency or availa- .
bility of any of the above places, instrumentalities " . -
. or things for the defense of the United States of .. ...
-+ America. The connection must not be a strained oneém:
nor an arbitrary one. The relationship must be o
reasonable and direct
Gorin was a oitizen of the Soviet Union who acted as 1tsfﬁf
‘agent in gathering information He obtained 1nformation fromlwn
a civ111an 1nvestigator of the Naval Intelligence of the Navy,
relating to Japanese act1v1ties in the United States 4The',;,§“
Court left to the Jury the determination of- the terms,;"connect.
X with" or "relating to" national defense The espionage statutef
are based on protection of "national defense related" material
Although a broad interpretation was. given to the term "national
defense," the case a]so indicated that it would not be crlminal
to tranomit information that ‘the military had made public

Matters oftcn are piooed togcther from information necessarily

given for budget matters and othor good rcasons leaving some j”
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to argue that lt was released to the public domain. This iniv
tcurn lcads to thr,‘ other extreme that could be drawn from the -
case of U.S. Vv Heine. Here the question was whether information
culled from periodicals and observations could be termed,
"related to the n national defense. The Court in this case‘-
held that such act1v1ties were not covered by the statute |
It has been suggested by some legal commentators that the »
relating to the " ational defense" standard passed the" |
dvagueness test in gggig only because the crime involved
. required the specific 1ntent of injuring the United States ?}}fl

3,or advantaging a foreign nation "The Espionage Statutes

~and Publications of Defense Information,"‘73 Col L R. 929 fﬁf;;

“~(1973) at 1043. However, it should be noted that the
d'Gorln decision ls not explic1t in conditioning the .
statute's validity upon spe01f1c intent and seems to '”fu“
hold that,the.term "national defense" 1is constitutionally ﬁ:’FT;
valid alone and that the specific intent requirement only fl
strengtheno its validity. Gorin, supra, at 2l;f28; : |
The test for determlning whetheria'penal"statute ;Q”*tf
~1s too vague is whether it "conveys suff101ent1y N

definite warning as to the proscribed ‘conduct when measured"'

by common understanding and practices.‘ ~Jordan V. DchorgA,f :
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341 U.8. 223, 231—232. The quostioneis whether well-
defined standards have been "developed and accepted

in actual practice" to gilve sufficient‘not;ce,to those
subject to the statdtory prohibition.that the'conduct-

‘Involved is prohibited. Small Company v. American Sugar _A

Refining Company, 267 U.S. 233, 241; see Hygrade Prov181on .

Co. v. Sherman, 266 U.S. M97, 502 Boyce Motor L1nes

v, United States, 342 u.s. 337 3“0 3&1 United States v.

— —

. Petrillo, 332 U.S. 1, 8. "Void for vagueness simply;
means that criminal respon31bility should not attach

where one could not reasonably understand that his

contemplated_conduct 1s proscribed” (United States v.
National Dairy Corp., 372 U.S. 29 (1963) at 32-33),

It is submitted that 793(d) has already passed the hv.
above tests in the Gorin de0131on for the reasons that
declision sets out concerning the meaning of "relating to f?f

.national defense."

V. Other Important Provisions.of Titieuisjd .h_ |
Other proviSions of Title 18'directed'at-breaches :

of,secufity are section 798, which prohibits publication : 3

of information dealing with the special category of .

communications-intelligence, and sectlon 795, which -

18
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prohlblts photoerqphinr or making a gra phical represent—
ation of any vital mllltary equipment or installation'“
that the President has defined as requiring protection
against the general dissemination of information relative
thereto, without first obtaining permission from the
appropriate military authority . Section 797 prohibits

‘ Tfsubsequent pub]icatlon of such a photograph

DVI... Miscellaneous Applicable Punitive Statutory Provision-

_ Atomic Energy Act (68 Stat. 921 as amended
42 U.S.C. 2274 et seq. ) o "
Section 10 of the Atomic Energy Act (H2 U S C
2274-2281) is devoted to the control of information 'A
~containing "Restricted Data." To the extent therefore,'
'that information generated by the Department of Defense j:;:i
’ contains "Restricted Data" these statutory provisions - N
of the Atomic Energy Act are applicable to the information:ﬁ
securlty program of the Department of Defense.;w o
Unlike the ordinary military class1fication systemygi
the "Restricted Data" lassification system has been ;'m .
mandated by Congress In 42 U.S.C. 201A(y) a provision
of the Atomic Energy Act Congress defined "Restricted

Data'" as follows.
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”(y) The term "Restricted Data' means all data
concerning: (1) design,‘manufacture, utilizationbof
~atomlc weapons; (2) the production‘of special ndclear
material; or (3) the use of special.nuclear_material in
the production of energy, but shall not include data
.declassified or removed from the Restricted-Data category.
pursuant to section 2162 of this title." Furthermore,

- the Atomic hnergy Act also limits access to‘"restricted
data" of certain specific categories of personnel in fj'$tk’”
42 U.S.C. 2163 and 42 U.S.C. 2165(b). As well ll2 U S. c
2162(g) and 2201(1) and (b)‘grant the Atomic Energy o
Commission authority to classify data as "restricted
data. Significantlv 42 U.s.cC. 227“ 2275, 2276 make 1t
a serious crime (with penalties, at one time, up to
death) to communicate, receilve or tamper w1th "restricted
data" with the specific intent -to injure the United
States or advantage a foreign nation. It is noted that
this section does not require specific intent to constitute
the crime. Additlonally, 42 vU.s.cC. 227l(a).expresses-

a congressional.intention to.safeguard "restricted data}"“:
There are several aspects of the Act of particular

interest. First, the tatute has made it a crime knowingly
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to communicate information involving restriced;data to

a person not authorized to recelve it. The heaviest
| penalty is imposed’where the communication‘was made with
" the intent to inJure the United States or to secure

an advantage for a foreign power, whereas a 1esser
"penalty is invoked if the communication is made only i

with "reason to believe" that such will. be the result.,ir

A still lighter penalty is applicable where the communi-lf;ﬁw;

' cation was 1mp1y not inadvertent i. e.; the communi-:

- cator knew or had reason to believe that the informant‘

| was not authorized to receive it. | | -

Thus 1t appears that Congress did not wish to :if7”:;$E

limit applicatlon of punitive sanctions to situations |
4in which the disclosure was made w1th an unpatriotic
motive, but also wanted punishment for unauthorized d-ti.
disclosures made’ with belief that the effect would be“

. undesirable or with simple disregard for likely or
possible_consequences. The "leak" situation,‘of course;t f":'
generally involves the last state_of.mind, for the "leak"_lﬂi'
is almost never made with an‘intentito injure'the.United _f'“
States or to galn an advantage for a foreign nation;

~on the contrary, it 1s more often discloscd for what

the source believes to be a patrlotic purpose. Specific

' - 21 o :
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rcco;*n"ti:“»n by Congress in the Atomlc Energy Act of"tlhe
necessily to punish unauthori&ed disclosures. of Re tricted
Data made for a variety of motives, therefore, suggestsw!
that Congress may also have an appreciation of the need :
. to punish unauthorized disclosures of other defenselfdﬁ
information "1eaked" for a variety of motives.-,‘ ‘ A
Similarly, receipt of "Restricted Data" without Jf
'f{authority is an offense under the Act, permitting ‘a moretlzhi
'severe penalty in the case of receipt with treasonable‘;}?dfq
ffhintent than when only the accused's knowledge of the _??;af”'
“Trestricted nature of the data received is proven without

respect to his intention in receiving 1t

Secondly,'the provisions of the Act de31gned to .fﬁ?fxg

‘.protect information containing Restricted Data are -
Ihapplicable not only to persons having an ex1st1ng relation-L;
ship with the Government such as employees,of.the»
Government , members of the Armed Forces, contractorscﬁ“7f'
or 11censees of the Atomic Energy Commission, or employees’f'
of contractors or licensees, but also to those who previously
‘i had a relationship of this kind. There 1s no 81mi1ar |
provision having application to other kinds of defense

information not containing Restricted Data.' Since,
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hochcr,'lB 71.5.C. 793 has application to anyone with

unauthorized as well as authorilzed possession of defense

information, it too can be applied to persons having a'

prev1ou” cmployment relationship with the Government or

one of its contractors Nevertheless,'lt may. be desirable

-~ to emphasizc the apparent intended scope of the Espionage ,;ft
1Laws by spe01fying their general appllcation to persons l
having had such a prev1ous employment relationship
A unique and potentlally valuable instrument .
"~ava11ab1e to protect defense 1nformat10n contalning fﬁwfh
. Restricted Data is the. injunction section of the Atomlc
| Energy Act by which a temporary or. permanent injunctlonv?“
ﬁfor restraining ordcr can be obtained from a court -to prevent?j
an unauthorlzed disclosure from belng made ‘ There is no x?ﬁif
comparable. prov1s10n avallable to protect other defense |
‘ information when the disclosure is anticipated or even‘
threatened Obv1ously it is more desirable to prevent Ht
an unauthor:zed disclosure of clas31fied information -
than itiis to punish it. Although it 1s conceivable that ;}I
such a statute could be used for purposeu of censorship,dfffg

the indepcndence of the Judiclary is a uafeguard which

should be sufficient to ovcrcomc any reluctance to provide

:"23_ g
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statutory authority to enjoln threatenedAﬁleako" of
classlifled 1nFormaLion Nevertneless,‘menybof the same Ar
problems arising in a criminal prooecution are algo likely
to Jmpode the lngunctjon remedy , gince the respondent ls'”
entltled (Pcdcrdl Rulcu of Civil Procedure, 65) to a f;;;;;;i;ﬂ
full hearlng on both the facts and the law (though BN
: grantlng a jury trlal is a dlscretionary matter}forlﬁnei
determinatlon of the trial court) |  ' , SR
Therefore, it can be sald that the Atomic Energy‘

“Act has made it less dlfficult to brlng a prosecution fﬁ.ﬂVaﬂu

for the unauthorized disclosure of defense ;nformation'ﬁ”"&”;ﬁﬁ
'containing Restrioted Data or to prevent'its'dieoiosurefi{;
- by injunction. 'However;_the deartn-of proseoutions'under E
this Act suggests that ‘there are other primary‘feoﬁors;tnartgiﬁ
:discourage prosecution. _ o j:.1:i>~. |  :.
| 2. Embezzlement and Theft--Public »hllVIoneyt,A_.'P'rop:er,t‘:_y'.;;:-:",".';v_,j'-‘;
or Records (18U.S.C. 641). | L o
| For a p%rtlcular fact situation, the general larceny'
prdvimion of the Criminal Code can be 1nvoked as a basis;ﬁjqau
for. criminal prosecution of a "leak." It is applicable

| only whczo a record or thing of value iu actuallv

24
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transmitteoed phynilcally without authority. Such a case

may hoe brouaght whcrc, for example, a nems—media

representative has received a record or documcnt with -

'the intent to convert it to his own professional use, o -
knowing that the document or recordbwas converted from

its official to an unauthorized use as a source of public
informatlon. The nevs- media representative would be [;“"7"yﬁu
charged w1th the receipt of converted property, whereas‘.‘

- the 1ndiV1dual who prov1ded the document without proper.
Vauthorlty would be charged with the cr1m1na1 conversion.;;;“
The pcnalty for a "leak" comlng w1th1n the prohibltion of
the section, however, would probably be llmited to that
for a mlsdemeanor, since the value of the record or
document would be measured solely by its phy51cal worth

and not by the value of its contents. (Clark and Marshall

3

Crimes, 12.01.) This physical value would not amount to
more than a few cents in most cases.
. The obvious attraction of bringing an 1ndictment
under 18 U.S.C. 641, when possible, is ‘the opportunity‘to‘ii;i”
avoid the question of treasonablc 1ntent and to permit
conccntrat:on on proof of the more famlliar criminal
| elements of embezzlement, 1llegal conversion, or.the

recelpt of stolen property.

25
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3. Concecalment, Removal, or.Mutilation of.Records
and Reports (18 U.3.C. 2071) | | -
| Another proviéion is applieable'when avphysical-
document er record of the Government has been remeved,
mutilated or conceaied‘while perpetrating a "leak," whetherfﬂ
custody was obtalned legally or illegally ‘ Convictiom .
ﬁ"carrie° with it a p0531b1e three—year imprlsonment and
- a $2,000 fine. ' Receipt of such a document or record 152
" not punlshable in itself 1though cr1m1na1 concealment‘ﬁj'
would generally follow recelpt of a "1eaked"vdocumentﬁﬁ,ff“
or record. . | | o “
lhe attraction of. this sectlon is the meed-te- ““‘
prove as. essentlal cr1m1na1 1ntent only the intent to
‘ conceal ‘remove, multilate, obllterate, or destroy a-
Government document, record (etc ) | |
M;- Immunity for eupplylng Self Incrimlnatlng
Ev1dence (18 U.s.C. 3“86(0) o
. By granting immunity from cr1m1nal prosecutiou e
under the authority'of 18 U.S.C. 3”86(0), the Governmentiﬁ
would not be faced w:th a valld refusal to testify on
the pround of uelf—lncrimination, for the Supreme Court-"u
found specifically in Ullman v. United States, 350 u. s.,xhtvt

‘}22 (1956), that 18 U.S.C. 3486(c) was broad enough to. ;’:a'
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displace the IMilth Amendment: guarantoo against‘self~
incrimination. This would entail the conveningnof'a_
'federal grandvjury.v It is notvunlikely, however,‘ﬁhat
many newopaper reporter would accept the penalty for,
,Acontempt 1ather than divulge a confidenﬁial SOQrce;‘rThus
‘it is pos sible that employment of the Immunity Act would “';t:
Ionly create martyr 'among newspaper reporters and not
ﬁ‘contribute to the solutlon of the "leak" problem
. 5.7 Conspiracy to Commit . an Offense (18 U S C
In additlon ‘to the speciflc conspira01eo punishable
“. under the Espionagc Laws (see, for example, subsection of
.18 U.S. C..793), the general criminal conspiracy section
Enlfof the Code has application where the conspiracy is to “'RJ‘:;
violate the Atomic Energy Act the embezzlement and E
:1 conversion section of the Federal Criminal Code (18 U.S.C.

- 6U41), or the protection of official records section of

‘the Code (18 U.S. C 2071). 1If, for instance, the. author

- of publiahed matorial containing "1eaked"'information
entered into an- agroement with a Government employee or
member of the armed forces, by which agrcement the author

received validly classified defense information without

v27f}'
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ofticlal authorization, then he and the suppiier of the
‘inioxmatJon are ‘both subject to prosecution for con spiracy

under section 371 in addition to possible prpsecutlon

for commission of the unlawfe1 act‘itseifQ ‘Even if no -
“such defense information waseaetually pfovided‘or_prihted;“
hthe proopective author might still be prosecuted for'”*?téi"'
'fconspiracy alone, assuming that one of the partieo_:fﬁiyi

to the agreemcnt did something overt w1th the purpese of

: 'effectlng the common criminal design.v‘The es qence of the -

conspiracv is the agreement to v1olate one of the applicable'i’

prov131onsvof the Criminal Code, and an overt actlfwhlch.}ﬁ

need not be criminal itself, done with the pufpose of

accompljshlng that agreement is also e%sentlal Thus,:-'°h

prosecutlon for consplracy may be 1e5° dlfflcult underv
some "leak" situations than prosecutlon for violatlon of
the substantive offense, since elements of the 1atter -;if
-need not be proven to eotabllsh the former.f:": o

On the other hand, proving a crlanaltconepiracy o
necessitates the satisfaction of other requlremente.thetffefii

may be more difficult to fulfill than the elements of

the substantive offense. Proof of the agreement, as well as

preof of intent to vlolate a law. (even 1f the offense

28
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1g malum prohibitum), i1s an essentlal elcment. Questions

of the defense relation of Information, the intent

or belief of the transmitter, the wilfullness of the
transmission, or the authorlty of the "1cak" recipient
may all reunre satlsfactory answers before 1t can. beA::
xestabl: hed ‘that the subject of the agreement was a . o

violatlon of the Criminal Code.

VII. Protectlon of Defense Tnformatlon by Other Democratic'”
: Nations v ‘ _ -

A. Great Brltain

1..- The Official Secrets Act- (see Appendix D)

The theory of pr1v1lege, i. g R that all official

informatlon is the property of the Crown, provides_

. a basis for the Brltlsh information—securlty program‘jf.

. not recognized in the United States. In‘this“country;‘a.
the people are assumed to have the Vright to'hnow" eilj'
information developed by their government'unless.that

~ right 1is ebridged by some overriding,consiQeration,
such as security. Therefore, Crown information can‘be!ﬁ.:
divulged only when'expressly authorized, wherea Governmenf”\A
information in the United States can be freely dis semlnated.

unless subject to specific prohibitions.
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With thils basle difference in approach, 1t 1is

not surprising that the Official Sccrets Act 1is far
stronger than comparable legislation in.the_United
States,‘_
| By uhlf‘tlng the burden of proof to the defendant
for elements of some offenses by crcatlng rebuttable
evidentlary prcsumptions, the Official Secrets Act
allcviatet the practlcal difficulty in obtalnlng avd‘A-
conviction Moreover, under the Off1c1a1 Secrets Act
‘n-portlons of the trlal may be conducted in camera if
'the Government so requests to‘protect c1a551fied e
information.(2‘of the 1911 Act). The 1ntent or- belief

of the accused is not an issue in such a case. And where

the defendant 1is accused of'committing a misdemeanor by ‘“;}'

| receiving OfflCLal 1nformation, he must Qrove “that the

communlcatron to him was contrary to hlS des1re, if he:"ff;r

is to es cape conviction.

Conv1ctlon of a felony requires proof tnat the
dcfendant's purpose was "prejudic1al to the safety of
interost of the State" and that the informatlon obtalned's'
or communJcatcd "is calculated to be or mlght be or 1s

lntondod to be directly or indirectly useful to an enemy

30
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(1(1)(e) of the 1911 Act). The burden of proving thcv
accused's purpose is, however, appreciably'ligntened py'
permittlny 1ts satlisfaction througn the.proved'circum—A
stances of the case, the conduct of the accused or his

.kndwn character, rather than by requiring proof Qf.any .if
particular act tending to show such a purposé.(1(2)'of

"~ the 1911 Act). | | tT' o

o A.provision of the British law, for whichnthereﬁﬂ3;

‘is no counterpart in the United Stetes Criminsi Codea:A'?
subgects companies and corporatlons to criminalfliébilitj;

- which is also imputed to all dxrectors dr.officers.whpwzmtfﬁt
cannot prove that the criminal act or omlssion took

place w1thout their knowledge (8(5) of the 1920 Act)

The effect of a simllar provision in the United States on Zktr
defense contractors and publlshing companies or news—.

media broadca ting corporations might. prove revolutlonary.lﬂu'

It does not, however, seem probable w1th1n the due- processt

"guarantees of a fair trial that any statute’ shifting the f

burden of proof to the defendant for any element of a
crlmlnal offense would be sustained by the Supreme

Court (But see Casey V. Unlted States, 276 U S. 4§13

(]0 8); Opium, Poppy Control Act of 1942, 36 Stat.

1045, 21 U.5.C. 188 et seq. -- burden of proof is

31
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on the dwFonddnt to prdve that he comes wjthjn any

of the cxemptions [rom the general restriotiéns.imposed

by the Act). Howcvef, this does not mean that_evidentiary_‘
presumptions to aild prosecution cannot.be created by -
statute. |

B. Canada

1. The Official Secrets Act (R.S.C. 1952, c. 198)

The Canadian statute is essentialiy idehticalhﬁifh’ N“'
the British Official Secrets Agt,'exgept fof‘é speéiél~f}
punitive provision (fine not excéediﬁg five,hﬁndféd  ?}5
dollars,jor impriSdnment not exceédingiﬁwéivé ﬁonths;"z;
or both) when available»summary brqsecution pfbcedurés f:'
are elected by the Attorney General (15,:0.:198);‘ |
Consequently, the prbvision discussioh of'fhe Eritish‘ﬂj

~Act appears equally appropriate in regard to the‘ S
,.Canadian statute. R

C. France’ | 4 .

The French Penal Code (see Appendix:E),}iﬁ
protecting the "external security of.tﬁe étaté,"vmakes_l
comprehehsive punitive sanctions available‘against ahyoné

who cbmpromiﬂes sensitive national defense iInformation.
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Avrticle 78 defines "scerets of the national defense

in terms far broader than any ever accepted by the courts
in the United States (see the Gorin cas e,-
discussed supra) when determlnlng the legal deflnltlon of |
"information relating to the.national defense,"_ In France,
national.defense secrets'include military information of‘g“
any nature not made public by the government and any
other general informatlon which by its- nature ought to be."“b
kept secret 1n ‘the interest of natlonal defense from anyone fV
not entitled to receive it or even because it might allow
the discovery'of information pertalnlng to natlonalrdefense;:j
It is likely that such a deflnltlon, because of 1ts vagueness;
would v1olate due—process requlrements of the United States_ig
Constitution. | |

Article 81, which describes the vioiation'of theh
French Code.known as an "actvagainst the externallsecurity
of the state," is of primary interest. It.makesvit anf
offense to:gain access to, knowingiy‘retain;'orurevealdawf
'atjonal defense secret--or an obJect or document which may
lead to the discovery of such a secret——to the general publiccf

or to an unauthorized pers on, except by authority. Moreover,

Y Sanitized Copy Approved for Release 2010/04/20 : CIA-RDP94B00280R001200130005-7 |



Sanitized Copy Approved for Release 2010/04/20 : CIA-?DP94BOOZ8OROO1200130005-7

allowing anyone to'inspect, copy, reproducc, destroy ori'h
remove any docnments or information‘which may lcad to -
the dis covoxy of a national defense secret is
for criminal prosecution of the individual to whom theyjj?ip
‘were entrusted, even though no'mofe than.indiscretion,.i;J
' negligence,_or non—compliance with regulations can be.;fgf#'
'proved | | " o .l» o
| In additlon to setting forth punishment for acts lﬁfiw
'jagainst the external security of the state;.Artlcle 83 |
;specifically prov1des for the punishment of attempts _
:las though they were completed offenses. And Article 85
.,may have some application in "1eak" 31tuation° to news—;;j;:fw
h;media representatlves in its provis1on for punishment‘ -
”-as accessories or receivers of anyone who conceals or':v
destroys the documents:-or objects obtained by a felony.
lor mlsdemeanor Article 86 specifies that felonies and }51%:
-ﬂzmisdemeanors against the external security of the state.ﬁ;fci
‘are pcace ~-time as well as wartime offenses, and preservesi”i?f

‘the Jurisdiction of the Codes of Military Justlce

'J.3u:h.
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ESPIONAGE LAWS

ritle 18, United States Code

792. HARBORING OR CONCEALING PERSONS

Whoever harbors or conceals any person who he knows,

or has rcasonable grounds to believe or suspect:, has
committed, or is about to commit, an offense under. .
sections 793 or 794 of this title, shall be fined

not more than $10,000 or imprisoned not more than ten .
years, or both. June 25, 1948, c. 645, 62 Stat. 736.

793.  GATHERING, TRANSMITTING, OR LOSING DEFENSE INFORMATION

(a) Whoever, for the purpose of obtaining information )
respecting the national defense with intent or reason to. .
believe that the information is to be used to the injury @
of the United States, or to the advantage of any foreign -
nation, goes upon, enters, flies over, or.otherwise S
obtains information concerning any vessel, aircraft,. L
work of defense, navy yard, naval station, submarine base, :
fueling station, fort, battery, torpedo station, dockyard,
canal, railroad, arsenal, camp, factory, mine, telegraph, .
telephone, wireless, Or signal, station, building, office.
research laboratory or station or other place connected -
with the national défense owned or constructed, or in
progress of construction by the United States or under . =
the control of the United States, or of any of its - 7
officers, departments, or agencies, or within the

exclusive jurisdiction of the United States, or any s
place in which any vessel, aircraft, arms, munitions, or. .
other materials or instruments for use in time of war

are being made, prcpared, repaired, stored, or are the - .
subject of research or development, under any contract

or agrecment with the United States, or any department

or agency thereof, or with any person on behalf of the
United States, or otherwise on behalf of the United o
.States, or any prohibited place so designated by the . -
President by proclamation in time of war or in case

of national emergency in which anything for the use of .

the Army, Navy, or Alr Force 1o being preparcd or . S
constructed or stored, informatlon as to which prohlbited
place the Tresldent has determined would be prejudicial

to the national defense; or : :
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(b) Whoecver, for the purpose aforesald, and with like - \

intent or reason to believe, coples, takes, makes, or

obtaings, or attempts to copy, take, make, or obtaln,

any sketch, photograph, photographic negative, blueprint,

plan, map, model, instrument, appliance, document, writing,
““or note of anythin? connccted with the national defcnue, or

"(¢) Whoever, for the purpose aforeuaid,,receiveu or . :
obtains or agrees or attempts to receive or obtain from . =
any person, or from any source whatever, any . document, *
_ writing, code book, signal book, sketch, photograph,
"~pphotographic negatlve, blueprlnt plan, map, model, RS
" . instrument, appliance, . or note, of anything connected S
A . with the natlonal defense, know1ng or having reason .to ..
v © - v believe, at the time he receives or. obtains, or agrees.”- ,
P ": ‘or attempts to receive or obtain it, that it has been’ - ;.
- or will be obtained, taken, made, or disposed of by- any ,
L person contrary to the prov1sions of this . chapter,'or o

,‘,

o ’(d) Whoever, 1awfu11y having posses sion of access to,
. .. control over, or being entrusted with any document h
S - - writing, code book, signal book, sketch, photograph
‘.. photographic negatlve, blueprlnt, plan, map, model, =
* “instrument, appliance, or note relating to the natlonal
~defense, or information relating to the national defensej.ﬂ
" which information the possessor. has reason to believe -
i L - .-could be used to the injury of the United States or to DR
.. {  the advantage of any foreign nation, willfully communi- =
: : ""g_cates, delivers, transmits or causes to be communicated,
delivered, or transmitted or attempts to communicate, * .
.- deliver, tranomit or cause to be communicated, delivered .
~ or transmitted the same to any person not entltled to
~receive it, or willfully retains the same and fails to ..
deliver it on demand to the officer or employee of the .~
United Stateu entitled to receive it; or

‘f'.'(e) Whoever hav1ng unauthorlzed poose951on of, access . '
.. to, or control over any document, writing, code book, -
" signal book, sketch, photograph, photographic negatlve,
~~blueprint, plan, map, model, instrument, appliance, ;
or notc relating to the national defencc, or information
. relating to the national defensce which information the
.possecssor has reason to believe could be used to the -
injury of the United States or to the advantage of any’
foreipgn nation, willfully communicates, delivers, tranumits
~ or causcs to be communicated, delivered or transmitted,
or attempts to communicate, deliver, transmit or cause

A o _ 2 , T
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to be communicated, delivered, or transmitted the same
to any nerson not entitled to recelve 1t, or willfully:
retains the same and fails to deliver it to the officer
or employce of the Unilted States entitled to receive it;
or o

(f) Whoever, being entrusted with or haVJnm lawful
possession or control of any document, writing, code book,"
signal book, skelch, photograph, photographic negative,
blueprint, plan, map, model, instrument, appliance, note, .
or Jnformatnon, relating to the national defense, (1)
through gross negligence permits the same to be removed

from its proper place of custody or delivered to anyone -
in violation of his trust, or to be lost, stolen, abstracted,
or destroyed, or (2) having knowledge that the same has

been illegally removed from its proper place of. custody

or delivered to anyone in violation of his trust, or lost,

or stolen, abstracted, or destroyed, and fails to make
prompt report of such loss, theft, abbtraction,.or
destruction to his superior offlcer—- :

Shall be fined not more than $10 000 or imprlsoned not

more th“n ten years, or both.

(g) If two or more persons conspire.to violaté any of - -
the foregoing provisions of this section, and one or more

of such persons do any act to effect the object of the
conspiracy, each of the parties to such conspiracy shall

be subject to the punishment provided for the offense

which is the object of such conspiracy. June 25, 1948, .
.ec. 645, S 1, 62 Stat. 736, amended Sept 23, 1950 e. 102U,
S 18, 64 Stat . o ' o

794. GATHERING OR DELIVERING DEPENSE INFORMATION TO AID
FOREIGN GOVERNMENT

(a) Whoever, with intent or reason to believe that it
is to be used to the Injury of the United States or to the
advantage of a foreign nation, communicates, delivers, or
trancmits, or attempts to communlcato, deliver, or transmit,
to any foreipn government, ‘or to any faction or part or ,
military or naval force within a foreipn country, whcther
recopsnized or unrecognized by the United States, or to
any reprcsentative, officer, agent, employec, subject,

or cltizen thercof, either directly or indirectly, any
document, wrltlngm, code book, signal book, sketch,
photograph, photographic negative, blueprint, plan, map,
model, note, Instrument, appliance, or 1niormat1on relat-
in;s to the national defcnuo shall be imprisoncd not more
than twenty ycars. ' g : :
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(b) Wheever violatces subsection (a) in time of war
shall be punizhed by death or by imprisonment for not more
than thirty years. :

(¢) Whoever, in time of war, with intent that the same
-~ shall be communicated to the enemy, collects, records,
publishes, or communicates, or attempts to elicit any
information with respect to the movement, numbers, ‘
‘description, condition, or disposition of any of the
armed forces, ships,; aircraft, or war materials of the =~ .
United States, or with respect to the plans or conduct,
or supposed plans or conduct of any naval or military
operations, or with respect to any works or measures .. -
undertaken for or connected with, or intended for the- - -
" fortification or defense of any place, or any other -
information relating to the public defense, which might -
be useful to the enemy, shall be punished by death or by
_imprisonment for not more than thirty years. e

(d) If two or more persons conspire to violate this e
section, and one or more of such persons do any act to R
effect the object of the conspiracy, each of the parties .
to siuch conspiracy shall be subject to the punishmenti“,&
provided for the offense which is the object of such
conspiracy. June 25, 1948, c. 645, 62 Stat. T3T.

795. PHOTOGRAPHING AND SKETCHING DEFENSE INSTAHLATIONS'

(a) Whenever, in the interests of national defense, the. .
President defines certain vital military and naval . '
installations or equipment as requiring protection

against the general dissemination of information relative
“thereto, it shall be unlawful to make any photograph,
sketch, picture, drawing, map, Or graphical representation.
of such vital military and naval installations or equip- - .
ment without first obtaining permission of  the commanding
officer of the military or naval post, camp, or station,

or naval vessels, military and naval aircraft, and any
separate military or naval command conccrned, or higher
authority, and promptly submitting the product obtained '

to such commanding officer or higher authority for o
censorship: or such other action as he may deem necessary.

(L) Whoever violatos this section shall be fined not
more than $1,000 or imprisoncd not more than one ycar,
or both. Junc 25, 1948, c. GU5, 62 Stat. T37. ‘
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796. USE OF ATRCRAFT FOR PHOTOGRAPHING DEFENSE INSTALLATIONS

Whoever uses or permits the use of an alrcraft or any
contrivance used, or designed for navigation or flight
in the alr, for the purpose of making a photograph, o

~ sketch, picture, drawing, map, or graphical represent-
“ation of vital military or naval installations or equip-
ment, in violation of sectlon 795 of this title, shall
be fined not more than $1,000 or imprisoned not more - . L
thgn one year, or both. June 25, 1948, c. 645, 62 Stat. .~ -

" 797. PUBLICATION AND SALE OF PHOTOGRAPHS OF DEFENSE = - .
INSTALLATIONS . S T T

On and after thirty days from the date upon which the . . .-
President defines any vital military or naval install- ‘= 70"
ation or equipment as being within the category contem- . .
. plated under sectlon 795 of this title, whoever reproduces, -
publishes, sells, or gives away any photograph, sketch, X
picture, drawing, map, oOr graphical representation of RN
the vital military or naval installations or equipment = ...
'so defined, without first obtaining permission of the -~ = ..
commanding officer of the military or naval post, camp, . ... "
or statlon concerned, or higher authority, unless such 'f ﬁ
' photograph, sketch, picture, drawing, map, or graphical ... . .=
" representation has clearly indicated thereon that it = . - .
- has been censored by the proper military or naval. . - .. .-
authority, shall be fined not more than $1,000 or v .
. imprisoned not more-than one year, oOr both,  June 25; . -
1948, c. 645, 62 Stat. 738. h e T T

798. DISCLOSURE OF CLASSIFIED INFORMATION ~ ' .. °

(a) Whoever knowingly and willfully communicates, - " . -
furnishes, transmits, or otherwise makes avallable to

an unauthorized person, or publishes, or uses in.any o
manner prejudicial to the safety or interest of the ™ :
United States or for the benefit of any foreign government ..
to the dectriment of the United States any classified '
information-- : o s

(1) concerning the nature, preparatibn, or Qse of'any :M'

code, cipher, or cryptographic system of the United .
States or any forelgn government; or R :

5
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(2) concerning the dc,ipn cons txuctton use, maintenance,
or repalr of any device, apparatus, or appliance used or
prepared or planned for use by the United States or-any
foreign government for cryptogr aphic or communication
intelligence purposes; or , ' "

'(3) concerning the communication intelligence activities
of the United States or any foreign govcrnmont or

(4) obtained hy the processes of communicatlon intelli—
gence from the communications of any foreign government, 3
knowing the same to have been obtained by such procosses——;m

Shall be fined not more than $10, 000 or imprisoned not
more than ten years, or both. ,

(b)) As used in subsection (a) . of this section—-‘

The term "elassified information" means information which
~at the time of a violation of thils section, is, for-

reasons of national security, specifically designated by :

a United States Government Agency for limited or restricted
dissemination or distribution; . o

The terms “code," "cipher," and "cryptographic system
include in their meanings, in addition to their usual o
meanings, any method of secret writing and any mechanical
or electrical device or method used for the purpose of
disguising or concealing the contents, 51gnificance, or

. meanings of communicationsj; :

The term "foreign government" includes in its meaning
. any person or persons acting or purporting to act for or'
on behalf of any faction, party, department, agency,
bureau, or military force of or within a foreign country,
or for or on behalf of any government or any person or
persons purporting to act as a government within a
foreign country, whether or not such government: is
recognlzed by the United States; -

Thc term "communication Lntelligencc" means all procedures-{‘
and methods used in the interceptlion of communications '
and the obtaining of information from such communications

by other than the intendcd recipients; _
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The term "unauthorized person" means any person who, or
arency whick, 15 nat authorluzed to recelve information

of the catepories set forth in subsectlon (a) of thils
section, by the Presldent, or by the head of a department :
or agency of the United States Government which is .
expressly designated by the President to engage in SRR
communication inteclligence activities for the United .
‘States. R ' T

(c) Nothing in this section shall prohiblt the furnish=

ing, upon lawful demand, of information to any regularly =7

constituted committee of the Senate or House of _ N

Representatives of the United States of America, or s
 joint committee thereof. Added Oct. 31, 1951, c.
- 655 S 2u(a), 65 Stat. 719. - S

798, TEMPORARY. EXTENSION OF SECTION Tont

" The provisilons of section 794 of this title, as amended. .. -7
and extended by section 1l(a) (29) of the Emergency T
Powers Continuation Act (66 Stat. 333), as further -
amended by Public Law 12, Eighty-third Congress, in
addition to coming into full force and effect in time -
of war shall remain in full force and effect until six *° .
months after the termination of the national emergency -’
proclaimed by the President on December 16, 1950 (proc.
2912, 3 C:F.R., 1950 Supp., P. 71), or such earlier .

. date as may-be prescribed by concurrent resolution of
the Congress, and acts which would give rise to legal
.consequencgé and penalties under section 794 when
performed ‘during a state of war shall give rise to =~ .

- the same legal consequences and penalties when:they o
are performcd during the period. above provided for.

Added June 30, 1953, c. 175, S 4, 67 Stat. -

lgo ehacted. See first section 798 eﬁacted;on,:figi;vtﬁf
Oct 31, 19§I-set out above. ' P ST

799. VIOLATION OF REGULATIONS OF NATTONAL AERONAUTICS "
AND SPACE ADMINISTRATION AR |

Whoever wfllfully shall violate, attempt to violate, ,
or consplire to violate any regulation or order promulgated
by the Administrator of the National Aeronautics and Space
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Administration for the protecction or mcur'i‘t,v' of any -
laboralory, station, base or other facility, or part

" thereof, or Lmy an"crait, missile, spacecraft, or
similar vehicle, or part thereof, or other property or
equipment in Lhc custody of the Adminjstration or any
subcontractor of any such contractor, shall be fined ° ¢
not more than $5,000, or imprisoned not more than one R
year, or both. Added Pub. L. 85-568, Title III, - . '

30H(c) (1), July 29, 1958, 72 utat. 434
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ATOMIC ENERCY ACT

Title 2, United States Code

2271. GENERAL PROVISIONS

(a) To protect against the unlawful dissemination of
Restricted Data and to safeguard facilities, equipment,
materials, and other property of the Commission, the .

- President shall have authority to utilize the services .- . -
of any Government agency to the extent he may deem
necessary or desirable. : : :

-(b) No action shall be brought against any individual

or person for any violation under this chapter unless -
and until the Attorney General ‘of the United States has: -
advised the Commission with respect to such action and K
no such action shall be commenced except by the

Attorney General of the Untied States: Provided,

however, that no action shall be brought under sectlons.
2272-2275 or 2276 of this title except by the express
direction of the Attorney General. Aug. 1, 1946,

c. 724, s 221, as added Aug 30, 1954, 9:44 a.m.,

E.D.T., ¢. 1073, S 1, 68 Stat. 958, : S

2272. VIOLATION OF SPECIFIC SECTIONS .

Whoever willfully violates, attempts to violate, or
conspires to violate, any provision of section 2077,
2122, or 2131 of this title, or whoever unlawfully
1nterferes, attempts to 1nterfere, or conspires- to
interfere with any recapture or entry under section 2138
of this title, shall, upon conviction thereof, be
punished by a fine of not more than five years,'or
both, except that whoever commits such an offense with
intent to injure the United States or with intent

to secure an advantage to any forcign nation shall,
upon conviction thereof, be punished by death or
imprisonment for 1life (buL the penalty of death or
imprisonment for life may be imposed only upon
recommcendation of the Jury), or by a fine of not more
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than $20,000 or by lmprisonment for not more than
twenty years, or both. Aug. 1, 1946, c¢. 724, S 222,
as added Aug. 30, 1954, 9:44 a.m., E.D.T., c. 1073,
S 1, 68 Stat. 958. o .. - .

2273. VTOTATTON OF oFCTlONo GLNERALLY~

Whoever willfully violatos, attempts to v1olatc, or';? .
conspires to violate, any provision of this chapter & - - "
for which no penalty 1s specifically provided or of . =@ -
any regulation or order prescribed or issued under . |
section 2095 or 2201(b), (i), or (p) of. this title . * .7
shall, upon conviction thereof, be punished by a fine 7;: ¥}
of not more than $5,000 or by imprisonment for not - 7
more than two years, or both, except that whoever: commits ,7
- such an offense with intent to injure the United States. °
' or with intent to secure an advantage to any foreign PR
- nation, shall, upon conviction thereof, be punished by;;'
~a fine of not more than $20,000 or by imprisonment “for:
not more than twenty years, or both. Aug 1, 19U6 TR
c. 724 S 223, as added Aug. 30, 195”; 9: Uﬂ a.m.;, 4*55“
E.D.T., ¢. 1073, S 1, 68 Stat. 958. . . C T

227“. COMMUNICATION OF - RESTRICTED DATA

Whoever, 1awfully or unlawfully,_hav1ng possession : o
_of, access to, ‘control over, or being entrusted with:i .. .-
any document, writing, sketch, photograph, plan, :
model, instrument, appliance, note, or information

involving or incorporating Restricted Data——

(a) communitates, transmits, or dlsclooes the same ;ﬁﬁﬁ

to any individual or person, or attempts or conspires o
to do any of the foregoing, with intent to injure the - .
United States or with intent to secure an advantage .-

to any foreign nation, upon conviction thereof, shall . .
be punished by death or imprisonment for life (but the S
penalty of death or imprisonment for life may be '

imposed only upon recommendation of the Jury),

by a fine of not more than $20,000 or 1mpriuonment for

not morec than twonty ycars, or both;
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(b) communicates, transmits, or discloves the same

to any individual or person, or attempts or conspilres
to do any of the foregoing, wlth reason to belileve

such data will be utillized to injure the United States
or to secure an advantage to any foreign nation, shall,
upon conviction, be punished by a fine of not more
than $10,000 or imprisonment for not more than ten .

. years, or both. Aug 1, 1946, c. 724, S 224, as added

. Aug 30, 1954, 9:44 a.m., E.D.T., c. 1073, S 1, 68

Stat. 958. S S

' 2275.. RECEIPT OF RESTRICTLD DATA |

Whoever, with intent to injure the.United States or - - . |
with intent to secure an advantage to any foreign nation,
acquires, or attempts or conspires to aecquire any Coa
document, writing, sketch, photograph, plan, model, :
instrument, appliange, note, or information involving

" or incorporating Restricted Data shall, upon conviction
thereof, be punished by death or imprisonment for life .
(but the penalty of death or imprisonment for life
may be imposed only upon recommendation of the jury),

" or by a fine of not more than $20,000 or imprisonment

. for not more than twenty years, or both. :Aug. 1, 1946, - . -
.c. 724, S 225, as added Aug 30, 1954, 9:44 a.m., E.D.T., 7"
c. 1073, S 1, 68 stat. 959. S R TR

2276. TAMPERING WITH RESTRICTED DATA

Whoever, with intent to injure the United States or P
with intent to secure an advantage to any foreign nation, wo
removes, conceals, tampers with, alters, mutilates, o
or destroys any document, writing, sketch, photograph, ..
plan, model, instrument, appliance, or note involving e
or incorporating Restricted Data and used by any -
individual or person in connection with the production

of special nuclear material, or research or development
relating to atomic energy, conducted by the United RS
States, or financed 1in whole or in part by Federal funds,
or conducted with the aid of special nuclear material,

shall be punished by death or imprisonment for life '

(but the pcnalty of death or imprisonment for life 5

may be imposcd only upon recommendation of the Jjury),
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or by a2 {inc of not more than $20,000 or imprisonment

for not more than twenty years, or both. " Aug. 1, Co
1946, c¢. 72h, S 226, as added Aug. 30, 19504, 9:44 a.m.,"
E.D.T., ¢. 1073 3 1, 68 Stat. 959. - ‘ '

2277 . DISCLOSURE OF RESTRICTED DATA

Whoever, being or having been an employce or member - -,
of the Commission, a member of the Armed Forces, an
employee of any agency of the Unlted States, or being
. “or having been a contractor of the Commission or..of an
" agency of the United States, or being or having been .
an employec of a contractor of the Commission or -of PR
_ah agency of the United States, or being or having been .. "
a licensee of the Commission, or being or having o
been an employee of a licensee of the Commissilon, ST e
~ knowingly communicates, or whoever conspires to communi- - "
cate or to receive, any Restricted Data, knowing or - .
having reason to believe that such data is Restricted R
Data, to any person not authorized to. receive Restricted _'
Data pursuant to the provisions of this chapter or s
~under rule or regulation of the Commission issued ,
pursuant thereto, knowing or having reason to believe
such person is not so authorized to receive Restricted
Data shall, upon conviction thereof, be punishable by " - 0
a fine of not more than $2,500. Aug. 1, 1946, c. 724,
S 227, as added Aug. 30, 1954, 9:44 a.m., E.D.T., =~ -
c. 1073, S 1, 68 Stat. 959. : R

2278. STATUTE OF LIMITATIONS

Except for a capital offense, no individual or person

shall be prosecuted, tried, or punished for any offense
prescribed or defined in sections 2274-2276 of this , e
title unless the indictment is found or the information = .
1s instituted within ten years next-after such offense
shall have been committed. Aug. 1, 1946, e¢. 724,

S 228, as added Aug. 30, 1954, 9:44 a.m., E.D.T.,

¢. 1073, S 1, 68 Stat. 959. R
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‘ ' |
| | ’

2278, TRESPASS UPON COMMTSSTON INSTALLATIONS; 15SUANCE
AND POSTING OF REGULATLONS; PENALTIES OR VIOLATION '

(a) The Commisusion is authorized to issue regulations
relating to the entry upon or carrying, transporting,
or otherwise introducing or causling to be introduced .
any dangerous weapon, explosive, or other dangerous
instrument or material likely to produce substantial.4"
“injury or damage UO persons or property, into or
upon any facility, installatlon, or real property oo i
subject to the jurisdiction, administration, or 1in the -~ =
- "custody of the Commission. Every such regulation of]g},"”
the Commission shall be posted conspicuously at the - 7
location involved. ’ | : o T

(b) Whoever shall willfully violate any regulation of . .
the Commission issued pursuant to subsection (a) of. . - i
‘this section shall, upon conviction thereof, be = " ...
punishable by a fine of not more than $1,000. .. - .7 %

" (¢) Whoever shall willfully violate any regulation '
" of the Commission issued pursuant to subsection (a) .
of this section with respect to any installation-or’ ” . - .7
, other structural barrier shall be guilty of a misdemeanor .-
. and upon conviction thereof shall be punished by-a L e
" fine of not to ‘exceed $5,000 or to imprisonment for not™ .
" more than one year, or both. Aug. 1, 1946, c. Toh, e
'S 229, as added Aug. 6, 1956, c. 1015, S 6, T0 Stat. 1070.

2278b. PHOTOGRAPHING, ETC. OF COMMISSION INSTALLATIONS -
' PENALTY R O ]

It shall be an offense, punishable by .a fine of notrﬂfﬁff!ﬁ3
more than $1,000 or imprisonment for not-more than one’ i
year, or both -- = ' Lo : S RN

(1) to make any photograph, sketch, picture, drawing; ™~ -
map or graphical representation, while present on R

property subject to the jurisdiction, administration Ry
or in the custody of the Commission, of any-installatibnsfuﬁ
or equipment designated by the President as requiring . o
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~ . .

protcection opalnst the general disveminatlion of infor-
mation relatlve thercto, in the intercst of the common
defense and geccurity, without first obtalnling the N
permiscion of the Commission, and promptly submitting
the product obtained to the Commission for inspection

or such other action as may be deemcd necessary; or

(2) to use or permit the use of an aircraft or any. .
contrivance used, or designed for navigation or flight

" in air, for thec purpose of making a photograph,,sketch; '
picture, drawing, map or graphical representation of
any installation or equipment designated by the N

© President as provided in the preceding paragraph, unless ‘
authorized by the Commission. Aug. 1, 1946, c. 724, =
S 230, as added Aug. 6, 1956, c. 1015, S 6, 70_Stat;f"'f«g?ﬁ
1070. - , . . . e

2279. APPLICABILITY OF OTHER LAWS

Sections 2274-2278b of this title shall not exclude . ..~

the applicalbe provisions of any other laws. Aug. 1,

1946, c. 724, S 231, formerly S 229, as added Aug. .. .. .
30, 1554, 9:44 a.m., E.D.T., c. 1073, S 1, 68 Stat. w7 .
959, renumbered and amended Aug. 6, 1956, c. 1015, 88" ' .-
6, 7, 70 Stat. 1070. S A G T

'2280. .INJUNCTION PROCEEDINGS

Whenever in the judgment of the Commission any person .
has engaged or is about to engage in any acts or practices .
which constitute or will constitute a violation of any
_provision of this chapter, or any regulation or order
issued thereunder, the Attorney General on behalf of e
the United States may make application to the appropriate .
court for an order enjoining such acts or practices, or o
for an order enforcing compliance with such provision,
and upon a showing by the Commission that such person
has engaged or is about to engage in any such acts or B
practices, a permanent or temporary injunction, restrain- -
ing order, or other order may be granted. Aug. 1, A '
1946, c¢. T2h, § 232, formerly S 230, as added Aug. 30,
1954, 9:40 a.m., E.D.T., c. 1073, S 1, 68 Stat. 959, "
renumbered Aug. 6, 1956, c. 1015, S 6, 70 Stat. 1070.

6
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2281,  CONTEMI PROCFEDINGS

In case of falilure or rcfusal to obey a subpena served
upon any peruon pursuant to section 2201(c) of this
title, the dictrict court for any district in which
such person is found or resides or transacts business,
upon application by the Attorney General on behalf E
of the United States, shall have Jurisdiction to i ssue
an order requiring such person to appear and give
testimony or to appear and produce documents, or both
in accordance with the subpena; and any failure to

obey such order of the court may be punished by such
court as a contempt thereof. Aug. 1, 1946, c. 724,

'S 233, formerly S 231, as added Aug 30 195“ 9: 44
a.m., E.D.T., ¢. 1073, S 1, 68 Stat..960 renumbered
Aug. 6, 1956, c. 1015, S 6, 70 Stat. 1070.

Sanitized Copy Approved for Releése 2010/04/20 : CIA-RDP94BOOZ8OROO12.001'30005-7 =



Sanitized Copy Approved for Release 2010/04/20 : CIA-RDP94B00280R001200130005-7

.‘. .

MESCELLANEOUS APPLICABLYE STATUTES

Title 18, United States Code

641. PUBLIC MONIY PROPERTY OR:RECORDS

Whoevcr embc&zleo,-stealc,:purloinu, or knowinrly :
~converts to his use or the use of another, or without - "
authority, uCllS, conveys or disposes of any record, o
. voucher, money, . .or thing of value of the United Stateo'$& T
.or of any department or agency thereof, or any propertyf“?’;
- made or being made under contract for the Unlted States .= -
or any department or agency thereof; ‘

Whoever receives, conceals, or retainslthe.same‘WithFﬂ?f
intent to convert it to his use or gain, knowing it to ™. =
have been embezzled, otolen, purloined or converted ——

Shall be fined not more than $10,000 or imprlsoned not T
more than ten years, or both; but if the value of such e
property does not exceed the sum of $100, he shall .. -

be fined not more than $1,000 or 1mprlsoned not more

than one year, or both. . .

The word "value" means face, par, or market value,hor
cost price, either wholeoale or retail, whichever is
greater. June 25, 1948, c. 645,'62 Stat. 725,

2071. CONCEALMENT, REMOVAL, OR MUTTLATION GENERALLYE e

(a) Whoever willfully and unlawfully conceals, removeo,
mutilates, obliterates, or destroys, or attempts to
- do so, or, with intent to do so takes and. carries- away
any record, proceeding, map, book, paper, document, ‘
or other thlnb, filed or deposited with any clerk or.
- officer of any court of the United States, or in any
public office, or with any Jjudicial or public officer
of the United States, shall be fined not more than O
$2,000 or imprisoned not more than three years, or both. -~

Sanitized Copy Approved for Release 2010/04/20 : CIA-RDP94B00280R001200130005-7



Sanitized Copy Approved for Release 2010/04/20 : CIA-RDP94B00280R001200130005-7

(b) Whoever, having the custody of any such record,
proceediny, map, book, document, paper, or other thing,
willlfully and unlawfully conceals, removes, mutilates,
obliterates, falsifies, or destroys the same, shall be
fined not more than $2,000 or imprisoned not more than
three years, or both; and shall forfeit his office and
be disqualified from holding any office under the
~United States. June 25, 1948, c. 645, 62 Stat. 795.

3486. COMPELLED TESTIMONY TENDING TO INCRIMINATE w0
WITNESSES; IMMUNITY NDING TO INCRIMINATE "

. (ec) Whenever in the judgment of the United States L
“attorney the testimony of any witness, .or - the '
production of books, papers, or other evidence by
.- any witness, 1n any case or proceeding before any - .. oo
- grand Jury or court of the United States involving .any . ..:.
interference with or endangering of, or:any plans or
attempts to interfere with or endanger, the national:
security or defense of the United States by treason,
sabotage, espionage, sedition, seditious- conspiracy, .
"violations of chapter 115 of title 18 of the United
States Code, violations of the Internal Security Act = =~ = .
-of 1950 (64 Stat. 987), violations of the Atomic Energy - -
Act of 1946 (60 Stat. 755), as amended, violations of - = °
sections 212(a) (27), (28), (29) or 241(a) 6y, (7) °
or 313(a) of the Immigration and Nationality Act (66 S
Stat. 182-186; 204-206; 240-241), and conspiracies involv-
ing any of the foregoing, is necessary to the public S
interest, he, upon the approval of the Attorney General,
shall make application to the court that the witness.
shall be instructed to testify or produce evidence
subject to the provisions of this section, and upon o
order of the court such witness shall not be excused from -
testifying or from producing books, papers, or. other
evidence on the ground that the testimony or evidence
required of him may tend to incriminate him or subject
him to a pcnalty or forfeiture. But no such witness
thall be prosecuted or subjected to any penalty or
forfeiture for or on account of any transaction, matter,
or thing concerning which he is compelled, after having
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clalmed his privilege apalnst self-Incrimination, to
testify or produce evidence, nor shall. testimony so
compelled be used as evidence 1In any criminal proceedinp
(except prosccution described in SUbuCCthn (d) hereof)
abain,t hlm in any court. :

.(d) -No witness shall be exempt under the provision
-of this section from prosecution for perjury or contempt
committed while giving testimony or producing evidence
under compulsion as provided in this section.  As
amended Aug. 20, 1954, c. 769, S 1, 68 Stat Ths.

37L. CONQPJRACY TO COMMIT OFFENSE OR TO DEFRAUD
UNITED STATES

If two or more persons conspire either to commit any oo oo
. offense against the United States, or to defraud the RS

United States, or any agency thereof in any manner ‘or. .- . .-

for any purpose, and one or more of such persons do ‘

any act to effect the object of the conspiracy,. each-

shall be fined not more than $10, 000 or 1mprisoned not

more than five years, or both. :

If, however, the offense, the commission of which is’
the object of the conspiracy, is a misdemeanor only,
the punishment ‘for such conspiracy shall not exceed
the maximum punishment provided for such mlsdemeanor.
June 25, 1948, c. 6M5 62 Stat 701 : :
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HALSBURY 'S STATUTES OF ENGLAND
Second Editlon, Volume 5

- THE OFFICIAL SECRETS ACT, 1911 B

1. Penalties for spying. -- (1) If any person for
any purpose prejudlcial to the safety or interests of the
State-- ‘ o o .

(a) approaches (inspects, passes over) or is in
the nelghborhood of, or enters any prohibited place within
the meaning of this Act; or L

(b) makes any sketch, plan, model, or note whieh -
is calculated to be or might be or is intended to be : R
directly or indirectly useful to an enemy; or - .’ P

(c) obtains, (collects, records,; or publishes,) . .
“or communicates to any other person (any secret official
code word, or pass word, or) any sketch, plan, model, article,
or note, or other document or information which 1is calculated
to be or might be or is intended to be directly or indirectly
useful to an enemy; - : SRR

.hg shall be guilty of felony. . . .

(2) On a prosecution under this section, it shall not

be necessary to show that the accused person was guilty of
any particular act tending to show a purpose prejudicial
to the safety or interests of the State, and, notwith-. :
standing that no such act is proved against him, he may be
convicted if, from the circumstances of the case, or his
conduct, or his known character as proved, it appears that
his purpose was a purpose prejudicial to the safety or interest
of the State; and if any sketch, plan, model, article, note, -
document, or information relating to or used in any prohibited
place within the mecaning of this Act, or anything in such a’
place (or any secret official code word or pass word), is

- made, obtained, (collected, recorded, published), or communi-
cated by any person other than a person acting under lawful
authority, 1t shall be deemed to have been made, obtained,
(collected, recorded, published) or communicated for a
purpoise prejudicial to the safety or interests of the State
unless the contrary is proved. (2206) ' -
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2. Wronc-ful communicatton, ctc., of information. --
(1) If any percon having in his possession or control
_ (any secrot official code word, or pass word, or) any sketch,
plan, model, artlcle, note, document, or information which
relates to or ic used in a prohibited place or anything in
such a place, or which has been made or obtained in contra-
vention of this Act, or which has been entrusted in confidence
~to ‘him by any person holding office under His Majesty or .
which he has obtained (or to which he has had access) owing
. to his positlon as a person who holds or has held office R
“under His Majesty, or as a person who holds or has held a o
contract made on behalf of His Majesty, or as a person who .~ . ..
is or has been employed under a person who holds or has’, T
‘held such an office or contract, -- =~ . L

L ~ (a) communicates the (code word, 'pass word,) - S
' sketch, plan, model, article, note, document, or information
to any person, other than a person to whom he is authorized : /=
to communicate it, or a person to whom it is in the interest
‘of the State his duty to communicate it, or, . SRR

(aa) Uses the information in his possession fdr the )

penefit of any foreign power or in any other manner prejudiéiél
to the safety or interests of the State;) . E - _ S

(b) retains the sketch, plan, model, article, note,
or document in his possession or control when he has no: ‘
right to retain it or when 1t is contrary to his duty to
retain it (or fails to comply with all directions issued by .
lawful authority with regard to the return or disposal thereof)
(or, : : : PR _ )

(¢) fails to take reasonable care of, or so conducts

himself as to endanger the safety of the sketch, plan, model, .

article, note, document, secret official code or pass word Vf
or information:) ’ ‘ 4 ' : Co >

thatAperson shall be guilty of a misdemeanour. -
(1A) If any person having in his possession or controi'ﬁ
‘any sketch, plan, model, article, note, document, or - Rt

information which relates to munitions of war, communicates . -
it dircctly or indircctly to any foreign power, or in any

2

Sanitized Copy Approved for Release 2010/04/20 : CIA-RDP94B00280R001200130005-7



Sanitized Copy Approved for Release 2010/04/20 : CIA-RDP94B00280R001200130005-7

other manner prejudicial to the afpiy or interests of fhe
State, that person shall be puilty of{ a misdemeanour.)

(2) Ir any person recelves any (sccret official code
word, or pass word, or) sketch, plan, model, article, note,
document, or information, knowlng, or having reasonable
ground to beliecve, at the time when he receives 1it, that the
(code word, pass word,) sketch, plan, model, -article, note,
document, or information is communicated to him in contra-
vention of this Act, he shall be guilty of a misdemeanour,
unless he proves that the communication to him of the :
(code word, pass word,) sketch, plan, model, article, note, .’
document, or information was contrary to his desire. . '

3. Definition of prohibited place.'

* T % % *

, 6. Power to arrest.-—- Any person who is found committing
an offence under this Act, whether that offence is a felony

or not, or who is reasonably suspected of having committed,

or having attempted to commit, or being about to commit,

‘such an offence, may be apprehended and detained in the same "
manner as a person who is found committing a felony. (2210)

¥ ¥ % ¥ %

8. Reutrlctlon on prosecution.-- A prosecution forv:
an offence under this Act shall not be 1nut1tuted except by
or with the consent of the Attorney-~General: .

Provided that a person charged with such an offence may'
be arrested, or a warrant for his arrest may be issued and ‘
executed, and any such person may be remandéd in custody or
on bail, notwithstanding that the consent of the Attorney-
Gencral to the institution of a prosecution for the offence
has not been obtained, but no further or other proceedings
shall be taken untill that consent has been obtained. (2212)
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9.  Seaveh warrants.-- (1)  If a Justlce of the peace
is satislied by information on oath that there is rec sonable-
ground for suspecting that an offence under this Act hau .
been or 1s about to be committed, he may grant a scarch

. warrant authorizing any constable named therein to enter at
any time any premises or placc named . in the warrant, 1if
necessary, by force, and to search the premises or place and
every person found Lhereln, ‘and to seize any sketch, plan,

. model, article, note, or document, or anything of a like
nature or anything which is evidence of an offence under .
this Act having been or being about to be committed, which =
he may find on the premises or place or on any such person,i'7.
and with regard to or in connection with which he has . i
reasonable ground for suspecting that an offence under thls
Act has been or 1s_about to be committed. - <

(2) Where it appears to a superintendent of police
. “that the case is one of great emergency and that in the *T'
interests of the State immediate action ‘is necessary, he
may by a written order under his hand give to any constable.?»l.
~ the like authority as may be given by the warrant of a Justlce#
‘under this section. (2213) , _ o

L% ¥ % LR

12. Interpretatlon -- In this Act, unless the context
otherwise requires,-- : o ‘ -

* ¥ I %

Expressions referring to communlcatlng or recelving _
include any communicating or receiving, whether in whole or
in part, and whether the sketch, plan, model, -article, note,
document, or information itself or the substance, effect, or;V,
descriptlon thereof only be communicated or-received;
expressions referring to obtaining or retaining any sketch ,
~plan, model, article, note, or document, include the copylng'-j
or causing Lo be copied the whole or any part of any sketch,. .
- plan, model, article, note, or document; and expressions -
referring to the communlcat1on of any >ketch plan, model,-
article, note or document include the trans fcr or trans-
mission of the sketch, plan, model, article, note or document;

The expros sion "document" includes part of a document;
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(The cxpression "munitions of war" includes the whole
or anv part of any ship, submarine, aircraft, tank or.
similar engine, arms and ammunition, torpedo, or mine,
intended or adapted for use in war, and any other article,
material, or decvice, whcther actual or plopo ed intended
for such use;) '

* * * ¥ ¥

THE OFFICIAL SECRETS ACT, 1920

¥ % % ¥ %

6.-- (1) Where a chlef offlcer of pollce is satisfied
that there is reasonable ground .for suspecting that an
offence under section one of the principal Act has been .. .
committed and for believing that any person is able to ...
furnish information as to the offencé or suspected offence,A..g
_he may apply to a Secretary of State for permission to = .- I
. exercise the powers conferred by this subsection and, 1f
such permission is granted, he may authorize a superlntendent
. of police, or any police officer not below the rank of
" inspector, to require the person believed to be able to.
‘furnish information to give any information in his power,
relating to the offence or suspected offence, and, if so.
required and on tender of his reasonable expenses, to attend
at such reasonable time and place as may be specified by
the superintendent or other officer; and if a person required
in pursuance of such an authorization to give information,
or to attend as aforesaid, fails to comply with any such.
requirement or knowingly gives false 1nformat10n, he shall
be gullty of a mlodemeanour :

(2) Where a chief offlcer of pollce has reasonable R
grounds to believe that the case is one of great emergency -
and that in the interest of the State immediate action is . .
necessary, he may exercise the powers conferred by the last
foregoing subsection without applying for or being granted S
the permission of a Secretary of State, but if he does so L

- shall forthwith report the circumstances to the Secretary S
. of State. : : : R

(3) References in this section to'the chief'officef'_”t
of police shall be construed as Including references to .
- any other officer of pollce expressly authorlzed by a chief
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officer of policce to act on his behalf for the purposes of -
“this section whoen by reason of illness, absence, or other
cause he 1s unable to do so.) (2371)

, 7. Attempts, incitements, etc.-- Any person who attempts
to commit any offence under the principal Act or this Act, '
~ or solicits or incites or endeavours to persuade ‘another
- person to commit an offence, or alds or abets and does any
act preparatory to the commission of an offence under the:
. principal Act or this Act, shall be guilty of a felony or T~
~a misdemeanour or a summary offence according as the offence
> 'dn question - is a felony,; a misdemeanour or a summary offence, :
“ and on conviction shall be liable to the same punishment; [
and to be proceeded against in the same manner, as, if he had_‘
j;~committed the offence. (2372) . T PhL s

S - 8. PPOViolOHS as . to trlal and punishment of offences.—-ff
‘ﬁ(l) Any person who is guilty: of a felony under the principal

. ~Act or this.Act shall be liable to penal . servitude” for . ST
ww.a term of not less than three years and not exceeding fourteen.
.years. - S : v . T 2

: (2) Any person who 1s guilty of a misdemeanour under

. the principal Act or this: Act shall be liable on: conv1ctionq
~on indictment to imprisonment, with or without hard labour,. .
' for a term not exceedlng two years, or, on conviction_ under
... the Summary Juris diction Acts, to imprisonment, with or.

;without hard labour, for.a term not exceeding three months.

. - or to a fine not exceeding flfty pounds, or both such s

aﬁjimprisonmcnt and fine: . ;

- Provided that no. misdemeanbur under the principal Act
;. or this Act shall be dealt with oummarlly except with the
. consent of the Attorney General . R _ i

e (3) For the purposes ‘of the trial of a person for an

i, ~offence under the principal Act or thls Act, the offerice ..

.. .- shall be deemed to have been committed: either at the place
"wdn which- the -same actually was committed, or -at. any place
‘in the Unitcd Kinﬁdom in which” the offender may be found

AU ,,-,
. 4-"..
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(4) In addition and wlthout prejudice to any powers |
which a court may possess to order the exclusion of the :
public from any proceedings 1if, 1n the cource of procncdings'
before a court agalnst any person for an offence under the

principal Act or this Act or the proceedings on appeal, or
. in the course of the trial of a person for felony or s
“.misdemeanour under the principal Act or this Act, appli-
cation is made by the prosecution, on the ground that :
the publication of any evidence to be given or of any - -
“statement to be made in the course of the proceedings would
beAprejudicial to the national safety, that all or any
portion of . the public shall Dbe excluded during any part

of the hearing, the court may make an order

to that effeét;;@ﬁAﬁ

but the passing of sentence shall 1n any case take place ., ' . -

. in.public..

.~ .(5). Where the person guilty of an offence under. the !
. principal Act or this Act is a company or corporationy - ...
" every director and officer of the company or corporation’
* shall be guilty of the 1ike offence unléss he proves that:
* “the act or omission constituting the offence took place -
without his knowledge or consent. (2373) T

. NOTE:

(1) These are selected sections whiéhvappeafAto be}}i',}“f

' moét'pertinent to thelimmediate problem. . °

1
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THI FPRENCH PENAL CODE
Article 78‘

Within the meaning of this Code; the following,are
considerced seccrets of the national defense:

1. Military as well as diplomatic, economic or.
industrial information, which, by its nature, is not to .
be made known except to those entitled thereto, and which
ought to be kept secret from anybody else in the. 1nterest
of -the national defense, : .

2. Goods, matcrlals, documentu, designs, drafts,'maps;“
surveys, pictures or other reproductions and all other
" documents whatsoever which, by their nature, are not to pe:
made known éxcept to those who are entitled to use and to "
~have them, . and which ought to be kept secret from anybody
else because they may allow the diocovery of information:,
pertainlng to the categorles mentioned 1n ‘the foregoing
paragraph o

. *“3. Milltary 1nformat10n of ‘any. nature whatooever not _

made public by the government and not- included in the above

list and the publication, propagatlon, disclosure or ‘«;Pq
_ dissemination of which has been prohlblted by law or deoree*gﬁﬁ
"of the Council of Mlnlsteru, . S L

. i, Information pertaining to measures taken for the B

' discovery and arrest of principals and accessories of ]

~ felonies and misdemeanors against 'the external security - |
'of the otate, or to procedure, 1nveetigatlon or’ pleadings.. e

'Artlcle 81

 Any Prench nat10na1 or foreigner shall be gullty of
. an act against the external security of the state and : S
sentonced to punluhment in accordance with Artlcle 83, who. i

1. TFor a purpoqc other than that of rcveallng it to. a_-f
forelgn power or its agents, elther unauthorizedly and by
any means whatsoever, galns acdcess to a natlonal defense B
secrct, or knowingly and unauthorizedly retains an object
or documcnt clqcslflcd as a secret of national defcnse, '
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or one which may lead to the discovery of such a secret, or
reveals such a secret, in any form or manncr, to the public
or to an unauthorized person; :

2. By indiscretion, negligence or non-compliance with
regulations, allows to be destroyed, taken away or removedy
wholly or in part, even if only temporarily, any goods,
materials, documents or information entrusted to him, the .
knowledge of which might lead to the discovery of a national . -
defense secret, or allows anyone to inspect, to copy or . .
to reproduce it, even if only in part; T ‘

3. Without being duly authorized, betrays or .supplies
to any person acting for a foreign power or firm, either a = ..
device concerning the national defense, or information, R
research or processes dealing with such a device or with,an.ng
industrial exploitation thereof adapted to the national U
defense. _ _ o R o

Article 83

" If committed in time of War, acts‘against the external'2' 5
security of the state shall be punished by hard labor for = -7
a limited time. 3 _ - . Lo

If committed in time of peace they shall be punished -
by jailing from one to five years and by fine from 360,000 .
to 3,600,000 francs. o o o !

Nevertheless, 1n the case of offenses under Article 79, .-
paragraph 1, Article 80, paragraph 1, Article 81, paragraph.
1, Articles 82, 103 or 104, jail sentences may be increased
to ten years and the fine to 7,200,000 francs. '

Tn time of war all other knowingly performed acts, oo
" differently punishable by other laws, likely to result in .-
harm to the national defense shall be punished by Jalling
from one to five years and by fine from 360,000 to 3,600,000
francs. ' : _ g
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Furthermore, -convicts may always be sentenced to loss
of civil rights provided by Article 42 of this Code, for
no less than five nor more than twenty years. They may also
be restricted in their freedom or movement.

The attempt shall be punished like the completed offense::ej

;7Art1cle 85

C Any French national or foreigner, other than thOoe‘Lﬁ;? t
-+ subject to Articles 60 and 460, shall be punished as '
. -accessories or receiveru, who ' T RIS

o 1. Aware of the: interests and purposes of pr1n01pals

".of felonies or misdemeanors against the external security . .

~ of the state, provides them w¢th aid comforu; lodging, *uglf_
' retreat or meetlng places, Co ' . wane

2. Knowingly carries the messages of prin01pals of
“felonies or misdemeanors, or in any way knowingly helps them.
in the search for, or the concealment, carriage or transmlssion
of the object of the felony or mlsdemeanor, -

3. Know¢ngly conceals objects ‘and 1mp1ements which
were or were to be used for the commission of the felony
or misdemeanor and the objects, materials or documents e T
~which have been obtained by the felony or misdemeanor. . - -
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-~ RECOMMENDATIONS OF THE AD HOC WORKING GROUP ON |

UNAUTHORIZED DISCLOSURES

1. Conduct a review of current hard-copy distribution categories to
identify those recipients who have a valid nced to be informed of current
intelligence information in general terms, but .who do not have a "must know"
need for the type of highly-detailed reportage contained in intelligence
publications. , S :

2. Institute the use of a publication similar to the Executive Summary |
(EXSUM) as a substitute for NIB/DIN distribution to those recipients who .
do not require such detailed information. . L '

3. Establish new and more restrictive distribution list for high-leak
potential intelligence reports. Utilize such lists to further reduce
 dissemination of "high-risk' items. Also utilize authorized disclosures
via special high-level ad hoc groups formed for this purpose. . "

4. Carefully edit reports with high-leak potential to remove sensitive R
source data and collection capability indicators. Also, reduce unessential - v
technical details, wherever possible. : C : .

5. Encburage high-level policy planners to seek assistance'ih sanitizing B
intelligence reports that they consider suitable for release to the press.

6. Establish an indoctrination program for all‘persbhnel concerned to

acquaint them_with: » » '
a. The real threat to sensitive and costly intelligerce collection .

programs posed by unauthorized disclosures. - S '

b. The means of preventing such disclosures.

c. Possible ways'to reduce the impact of an anticipated unauthorized -
disclosure. o : -

d. The personal responsibilities of each individual -in this endeavor.

7. Publish security flyers periodically to remind all concerned of the
threat posed by unauthorized disclosures. Such flyers should be disseminated
to both personnel involved in the production of intelligence reports and

to recipicnts of intelligence information. L

8. Institutec a system of staggered distribution of high-leak potential _
items, utilizing EXSUM, ORCON or otherjhighly restrictive security markings,
for initial distribution in order to reduce the attractiveness of such items.

9. Consider the usage of special 'mo copy' paper for highly sensitive
items identified/selected for extremely limited local distribution.

[
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